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Syllabus of Module 6: Comprehensive Network Security
Workload and ECTS
Video classes: 8 hours
Autonomous work: 67 hours
ECTS: 3
Learning Outcomes (Knowledge, Skills and Competences)
The Comprehensive Network Security module provides the theoretical and practical knowledge about Cyber Security Technologies, namely about Firewalls, Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), and Malware and Antivirus. The skills to be developed are as follows:
1. Understand the Firewalls role on Cyber Security Technologies, its types and characteristics, topologies and architectures, and common solutions;
2. Understand the Intrusion Detection Systems role on Cyber Security Technologies, its types and characteristics, implementation architectures and common solutions;
3. Understand the Intrusion Prevention Systems role on Cyber Security Technologies, its types and characteristics, implementation architectures and common solutions;
4. Understand the Anti-Malware role on Cyber Security Technologies, how did malware spreads, the various types of malware, how to detect, remove and prevent from malware infections, how the specific case of an anti-malware software – the antivirus – works and its common solutions.

Contents
1. Firewalls
1.1 Introduction to Firewalls
1.2 The Need for a Firewall
1.3 Firewall Types and Characteristics
1.4 Firewall Topologies and Architectures
1.5 Firewalls Examples
2. Intrusion Detection Systems
2.1 Introduction to Intrusion Detection Systems
2.2 Intrusion Detection Systems Types and Characteristics
2.3 Intrusion Detection Systems Implementation Architectures
2.4 Intrusion Detection Systems Common Solutions and Examples
3. Intrusion Prevention Systems
3.1 Introduction to Intrusion Prevention Systems
3.2 Intrusion Prevention Systems Types and Characteristics
3.3 Intrusion Prevention Systems Implementation Architectures 
4. Malware and Antivirus
4.1 Introduction to Malware
4.2 How do we got Malware Infections
4.3 Most Common Malware Types
4.4 How to Detect, Remove and Prevent from a Malware Infection
4.5 The Specific Case of an Antivirus
4.6 How does an Antivirus Work
4.7 Selecting a Good Antivirus Software
Teaching Methodologies
A course book and a video lesson with the explanation of the course contents, a set of exercises for practice and apply the learnings from the course book and video lesson, and, a set of games for a complementary pedagogical approach for learning. There is also a final test for personal assessment.
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The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.
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