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Syllabus of Module 5: Digital Forensics Fundamentals
Workload and ECTS
Video classes: 8 hours
Autonomous work: 67 hours
ECTS: 3
Learning Outcomes (Knowledge, Skills and Competences)
The Comprehensive Digital Forensics Fundamentals module provides the theoretical and practical use of this knowledge in the collection, analysis and preservation of evidence, resulting in its constitution as evidence in court. The contents present in the program of this module, allow to consolidate the aim of this module. The skills to be developed are as follows:
1. The student knows the models of digital forensic analysis;
2. The student knows the relationship between clues, evidences and crime;
3. The student performs forensic reports;
4. The student in the scene, identifies, collects, acquires and preserves digital clues, using different techniques, protecting the integrity of the evidence;
5. The student uses the best practices and procedures in the acquisition and handling of digital evidence;
6. The student is familiar with various computer forensics techniques in the collection and analysis of various types of digital evidence using specific techniques and tools.
Contents
1. Concepts, definitions and Models
2. Preservation and collection of digital evidence at the scene of the crime
3. Acquisition procedures for digital evidence
3.1. Sterilization Procedures
3.2. Acquisition Techniques
4. Acquisition and analysis of volatile information
5. Identification and analysis of points of interest of information in Operating Systems
6. Use of OpenSource analysis tools
7. Digital Forensics Case Studies
7.1 Case Study 1: Hacking with windows SO tools


Demonstration of the Contents Coherence with the Course Unit’s Learning Outcomes
The objectives of this module are the theoretical knowledge of computer forensics concepts, and the use of this knowledge in the collection, analysis and preservation of evidence, resulting in its constitution as evidence in court. The contents present in the program of this module, allow to consolidate this objective of this module.
Teaching Methodologies
Theoretical and practical videos, which includes the presentation of subjects supported by teacher demonstrations, followed by quizzes to assess the student evolution and the analysis of real-world case studies. According to student performance on the quizzes, different videos should be provided to the students to reinforce the subjects where the assessment does not achieve the minimum stated level to procced to next subject. So, each student could have its own path on the videos prepared for the module, according to his performance.
Demonstration of the Teaching Methodologies Coherence with the Course Unit’s Learning Outcomes
The skills to be achieved of this module are divided into two areas: the theoretical domain of the procedures in collection, analysis and preservation of evidence. The teaching methodology adopted is divided into two types of videos: theoretical and practical lecture videos focused on achieving the objective related to the theoretical knowledge of forensic computer techniques and laboratory classes oriented to learning the use of tools; Demonstration videos focused on achieving the objective of the efficient use of tools to analyze digital forensics clues.
Evaluation Methods
The assessment is based on a set of quizzes, that focus on important aspects of each of the contents. Each student must achieve a preconfigured percentage of correct answers to proceed to next topic on the contents.
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The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.
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